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(57) Abstract 

The device comprises a transmitter (T) and a 
receiver (R). The transmitter (T) comprises one non- 
rewritable memory (ID) for storing a fixed indenti- 
fication code, a rewritable memory (D) for storing a 
variable transmission code and a microprocessor (Ml) 
with a preset algorithm for the fonnation and emis- 
sion of a string of data containing said codes. The re- 
ceiver (R) comprises at least one memory (IDl-IDn) 
foe storing at least one fixed identification code, at 
least one rewritable memory (Dl-Dn) for storing at 
least one variable transmission code coincident with a 
previous variable transmission code received from the 
receiver and a micrqprocessQr (M2) with a pres^ al- 
gorithm for comparing the string of data rec^ved with 
said identification code and said vaiiable tiansmissicMi 
code stored in said memories (IDl-IDn; Dl-Da) of 
the receiver. Both memories (EC), D) of the transmit- 
ter (D are included together widi the conesponding 
microprocessor (Ml) inside a single sealed container 
(CI) suitable for preventing access to the algorithm of 
said microprocessor (Ml) and to the content of said 
memories (ID, D). 
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•'Electronic device for the operation of utilities such as 
burglar-alarm units, door-openers, switches and so on." 

if * ic * * 
DESCRIPTION 
5 The present invention relates to an electronic . device for^ 

the remote-controlled or direct-contact operation of utilities 
such as burglar-alarm units, door-openers, switches and so on. 

As is well-known, remote-control electronic devices, usually 
known as "remote control devices", consist of a signal 
10 transmitter and of a signal receiver usually, but not 

necessarily, connected by wireless. 

A problem common of such devices is that of assigning a code 
to the signals emitted by a given transmitter that is well 
defined and unknown to unauthorised persons, so that that 
15 particular transmitter operates only the receiver to which it 

linked and the latter responds only to the signals issued by 
the transmitter or transmitters associated with it. 

For this purpose transmitters have been developed based on a 
microprocessor with a corresponding algorithm which, whenever 
20 it is activated, takes from an EEPROM-type rewritable memory an 

identification code of the transmitter and a dynamic 
transmission code that varies with a preset cyclic sequence 
from one transmission to another and, through a special and 
secret process, inserts them in a string of data that is 
25 transmitted by wireless, by optical means, by telephone, by 

direct contact and so on to be received and recognized by the 
receiver to which it is destined. 

The receiver in turn comprises a microprocessor with a 
corresponding algorithm, which is capable of comparing the two 
30 codes contained in the incoming string of data with one or more 
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preset idenfifi cation codes and with as many dynamic 
transmission codes, all. contained in a single EEPRO« .emory, so 
as to verify that the identification code received coincides 
with one of those memorised and the transmission code is one of 
5 those immediately subsequent to the one received on the 

occasion of the preceding transmission. 

in this way it is certain that the receiver receives and 
executes only a signal transmitted by a transmitter that ns 
Linked with it, rejecting any other signal originating from 
another transmitter. 

The greatest problem that the manufacturers of such 
remote-control devices are obliged to tackle is that of 
preventing unauthorised people from obtaining from a given 
transmitter the identity of the two codes and from them, by 
comparing the transmitter's output signal, the characteristics 
of the algorithm in use. At this point it would be easy to 
reproduce the transmitter in any number of specimens. 

This problem is at this time unresolved in transmitters of 
the type mentibned above, since the EEPROH memory can be read 
and access to the transmitted codes.is thus easy. 

in addition, the use of a single rewritable memory makes -.t 
possible to change the identification code written In the 

si-..pLf either by design or through the effect of simple 

memory itseUt, eixner » 

external disturbances. 

This latter drawback can be found in the receiver as well, 
where the continuous exchange of information between the 
microprocessor and the rewritable memory to update the 
memorised transmission code can lead to the alteration of the 
identification codes stored at installation. 

in view of this state of the art, the object of the present 
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invention is to provide an electronic device "for the operation 
of utilities such as burglar-aLarm units, door-openers, 
switches and so on, that exhibits the same structural and 
functional features of the known device described above, but 
5 that is exempt from the current drawbacks of accessibility to 

and alteration of the identification codes. 

According to the invention such object is attained with a 
device formed by a transmitter and by a receiver, the 
transmitter comprising at least one memory for storing a fixed 
10 identification code and a variable transmission code and a 

microprocessor with a preset algorithm for the formation and 
emission of a string of data containing said codes, the 
receiver comprising at least one memory for storing at least 
one fixed identification code and at least one variable 
15 transmission code coincident with a previous variable 

transmission code received from the receiver and a 
microprocessor with a preset algorithm for comparing the string 
of data received with said identification code and said 
variable transmission code stored in said memory of the 
20 receiver, characterized in that said memory of the transmitter 

is constituted by a non-rewritable memory for said 
identification code and by a rewritable memory for said 
variable transmission code, both memories being included 
together with said microprocessor of the transmitter inside a 
25 single sealed container suitable for preventing access to the 

algorithm of said microprocessor and. to the content of said 
memories. 

In that way, once the two initial codes have been written 
in, any possibility of access from the outside to the two 
30 memories is completely abolished with the consequent 
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impossibility for anyone to get to know the two codes and thus 
to get to know the aLgorithm that has been used- 

Moreover, the split of the current single rewritable memory 
into two memories, one of which is not rewritable, for example 
of the PROM type, for the identification code and the other 
rewritable for the transmission code allows the identification 
code to be maintained in the first without any possibility of 
alteration, either intentional or deriving from disturbances of 
various types. 

Again according to the invention the receiver comprises at 
Least one memory for said identification code and at least one 
rewritable memory for said variable transmission code, the 
second of which is included together with said mi croprocesor of 
the receiver inside a first sealed container, while the first 
is included inside a second sealed container separate from the 
first and connected to it. 

m this way, the continuous exchange of information does not 
take pla« between the microprocessor and the rewritable memory 
that in the known receivers can lead to the alteration of the 
identification codes memorized during the installation step. 

These and other objects, characteristics and advantages of 
the present invention will be made more evident by' the 
following detailed description of a possible embodiment thereof 
illustrated as a non-limiting example in the enclosed drawings, 

25 wherein: 

Fig. 1 shows a diagrammatic representation of the 
transmitter of a device according to the invention; 

Fig. 2 shows a diagrammatic representation of the receiver 
of a device according to the invention. 
30 The device illustrated in the drawings comprises a 
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-transmitter T (Fig. 1) and a receiver R (Fig. 2) that can be 
connected together by wireless, by telephone, by optical means, 
by direct contact or by any other manner. 

The. transmitter T of Fig. 1 comprises, inside a single 

5 sealed container CI, a non re-writable memory of the PROM type, 

denominated ID, for memorizing an identification code of the 
transmitter and a rewritable memory^ denominated D, for 
memorizing a variable transmission code that at each 
transmission varies according to a preset cyclical sequence. 

10 As can be seen, the. two memories ID and D are separate one 

from the other and totally inaccessible from the outside of the 
container C, so as not to influence one another reciprocally 
and not to allow the knowledge of the two codes, in particular 
that of identification, on the part of non-author ized 

15 personnel. 

The content of the two memories ID and D is, oh. the other 
hand, available to a microprocessor M1 with a preset algorithm, 
that can be activated by means of an external pushbutton P for 
processing the two abovementioned codes in a suitable, manner 

20 and to insert them, preferably in an encrypted form, in a 

string of data S emitted by the transmitter T as the signal 
destined for the receiver R. The microprocessor Ml also 
updates the rewritable memory D. 

The receiver R of Fig. 2 in turn comprises, inside a sealed 

25 container C2, a microprocessor M2 suitable for receiving the 

string of data S emitted by the associated transmitter T and a 
plurality of rewritable memories, denominated Dl-Dn, for 
memorizing a variable transmission code that at each 
transmission varies according to a preset cyclical sequence. 

30 There is also a separate container C3, that contains a 
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plurality of memories, denominated IDl-IDn, in which the 
respective identification codes of the enabled transmitters are 
pre-memorized during the installation step. 

The microprocessor M2 receives the string of data S from a 
transmitter T and, after processing it, compares it with the 
identification codes contained in the memories IDl-IDn and with 
the transmission codes contained in the memories Dl-Dn, each of 
which is associated with a respective memory IDl-IDn. 

In the case where the identification code received 
corresponds to one of the codes contained in the memories 
IDl-IDn and if the variable transmission code received is one 
of those immediately subsequent to the Last one memorized, the 
microprocessor M2 emits an operating signal SC for the utility 
operated by it. 
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CLAIMS 

1. Electronic device for the operation of utilities such as 
burglar-aLarm units, door-openers, switches and so on, 
comprising a transmitter (T) and a receiver (R) , the 
5 transmitter (T) comprising at Least one memory for storing a 

fixed identification code and a variable transmission code and 
a microprocessor (M1) with a preset algorithm for the formation 
and emission of a string of data containing said codes, the 
receiver CR) comprising at Least one memory for storing at 
10 least one fixed identification code and at least one variable 

transmission code coincident with a previous variable 
transmission code received from the receiver and a 
microprocessor CM2) with a preset algorithm for comparing the 
string of data received with said identification code and said 
15 variable transmission code stored in said memory of the 

receiver, characterized in that said memory of the transmitter 
CT) is constituted by a non-rewritable memory (ID) for said 
identification code and by a rewritable memory (D) for said 
variable transmission code, both memories CID, D) being 
20 included together with said microprocessor CM1) of the 

transmitter CT> inside a single sealed container CCD suitable 
for preventing access to the algorithm of said microprocessor 
(Ml) and to the content of said memories (ID, D) . 

2. Device according to claim 1, characterized in that said 
25 non-rewritable memory (ID) of the transmitter (T) is of PROM 

type. 

3. Device according to claim 1, characterized in that said 
memory of the receiver (R) is constituted by at least one 
memory (IDl-IDn) for said identification code and by at Least 

30 one rewritable memory (Dl-Dn) for said variable transmission 
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code, the second <D1-Dn) of which is included together with 
said microprocessor (M2) of the receiver (R) inside a first 
sealed container CC2) , while the first (IDI-lDn) is included 
inside a second sealed container (C3) separate from the first 
and connected to it. 
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"Electronic device for the operation of utilities such as 
burglar-alarm units, door-openers, switches and so on". 

•k -k -k it -k 

ABSTRACT 

5 The device comprises a transmitter (T) and a repeiver (R) . 

The transmitter CT) comprises one non-rewritable memory (ID) 
for storing a fixed identification code, a rewritable memory 
(D) for storing a variable transmission code and a 
microprocessor with a preset algorithm for the formation 

10 and emission of a string of data containing said codes. The 

receiver (R) comprises ?t Least one memory (IDl-IDn) for 
storing at least one fixed identification code, at least one 
rewritable memory COl-Dn) for storing at least one variable 
transmission code coincident with si previous variable 
15 transmission code received from the receiver and a 

microprocessor with a preset algorithm for comparing the 

string of data received with said identification code and said 
variable transmission code stored in said memories (IDl-IDn; 
Dl-Dn) of the receiver. Both memories (ID, D) of the 
20 transmitter (T> are included together with the corresponding 

microprocessor inside a single sealed container CCD 

suitable for preventing access to the algorithm of said 
microprocessor (Ml) and to the content of said memories (ID, 
D). 

(Fig. 1) 
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